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Security Conditions and Requirements of the Health Establishments

Version No: 4.0
Release Date: 14/02/2022

Version Notes: updating the presentation of requirements, in addition to listing the issued amendments
based on the initiative of reducing the government requirements by 30%
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Chapter 1: Standard and Technical Specifications of the Security
Systems

Application of Standard and Technical Specifications of Security Systems of Law No. (12)
of 2016, issued in February 2022, on requlating the Security Industry in Emirate of Dubai
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Chapter 2: Security Conditions and Requirements

The Health Establishments

The Health Establishments include the following:

a) Hospitals and Convalescent Homes

b) Private Clinics

Note: veterinary hospitals and clinics shall be excluded.

Requirements of the Visual Surveillance System — VSS

S.N Requirement Description Remarks
1 IP System shall be only IP Visual Surveillance System | Hospitals and Convalescent
used shall be only used Homes
2 at the € IGEEES Identification View
establishment
3 at the emergency exits
leading to outside the Identification View
establishment
4 Zt the emergency exit Recognition View
oors among floors
5 at the lobbies Detection View
6 at the _corrldors of the Detection View
establishment
7 at the area of elevators and . .
. . Recognition View
stairs lobbies
8 at the reception areas Recognition View
9 at t_he entrances of the Detection View
main toilets.
10 at all loading and . .
unloading a?eas Detection View
11 at the entrances of labs. Detection View
12 inside the blood banks Detection View
13 at the pharmacy and
dispensation of medicines Detection View
area
14 ?rt] ;hpehg;ﬁ?;glyne shelves of Detection View
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at the waiting area of the
establishment or
emergency departments.

Detection View

16

at the Cashier

Recognition View

17

inside the intensive care
nurseries

Detection View

18

inside the storage rooms

Detection View

19

inside medicine storage
rooms

Detection View

20

at the nursing centers and
stations

Detection View

21

at the entrances of
electricity and mechanical
rooms and medical gas
storage areas.

Recognition View

22

at the entrances of the
sterilization unit

Detection View

A room used to sterilize the
medical equipment in hospitals

23

Automatic Number-Plate
Recognition cameras shall
be installed

within the view of Automatic
Number-Plate Recognition
approved by SIRA.

a) Entrances and exits of
the vehicles to the
establishment

b) Inside and outside the
parking lots of the
vehicles

c) Drop-off areas

d) Loading and
unloading areas

24

at drop-off areas

Detection View

25

at the parking lots
pathways

Detection View

26

at the areas surrounding
the building

Detection View

27

Duration of the recordings

The recordings shall be kept
for at least 31 days for all
cameras.

28

System of linking and
following up the integrity
of VSS

Installing a system for linking
and following up the integrity
of VSS
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Access Control System

S.N

Requirement

Description

Remarks

1

Entrances for staff and doctors

Access Control System
shall be provided

2

Rooms for preservation and storage of medicines
and various medical equipment.

Access Control System
shall be provided

Intensive care department, including entrances, exits
and internal rooms.

Access Control System
shall be provided

Electricity, air conditioning and mechanical rooms.

Access Control System
shall be provided

Rooms of data-keeping centers and servers.

Access Control System
shall be provided

Quarantine department in the hospital, including
entrances, exits and internal rooms.

Access Control System
shall be provided

Pharmacy department, including entrances and exits
for employees, doctors and pharmacists.

Access Control System
shall be provided

Radiology department, including the entrances to
the radiography rooms

Access Control System
shall be provided

Rooms for keeping files and documents of patients,
staff and doctors.

Access Control System
shall be provided

10

Newborn and maternity departments, including
entrances, exits and internal rooms.

Access Control System
shall be provided

11

Internal meeting rooms for staff and doctors.

Access Control System
shall be provided

12

Various medical gas storage rooms.

Access Control System
shall be provided




